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(57) ABSTRACT

An apparatus and method of establishing a peer-to-peer com-
munication session between a host device and a client device.
Routing information of the client device is received from the
server by a host device, communication with the server is
maintained, and authentication information from the client
device is received by the host device. Peer-to-peer communi-
cation is transmitted to the client device via the wide area
network if the client device is authenticated for peer-to-peer
communication by the host device.
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1
APPARATUS AND METHOD FOR
ESTABLISHING A PEER-TO-PEER
COMMUNICATION SESSION WITH A
CLIENT DEVICE

TECHNICAL FIELD OF THE INVENTION

The present invention relates in general to electronic com-
munication and data transfer, and more specifically, to an
apparatus and method for establishing a peer-to-peer commu-
nication session between a host device and a client device
separated by a wide area network.

BACKGROUND OF THE INVENTION

Currently there are few options available should one want
to access electronic files from a remote location, While one
may store their electronic documents on a public or private
server at a remote location, this method has significant draw-
backs. Should the server ever crash, files may become cor-
rupted, deleted, or in the best case scenario, temporarily
unavailable. Further, remote data storage on a third-party
server is costly, potentially subjecting one to fees or unwanted
advertisements. Most worrisome, however, is that the storage
of files on a remote server may pose security risks.

An alternative method to remote data storage on a third-
party server is the utilization of a peer-to-peer communication
session to access documents from a remote location. How-
ever, current methods for the mitialization of a peer-to-peer
communication session between electronic devices on local
areanetworks separated by a wide area network are limited. If
one were on a local area network separated from the internet
by a network address translator, commonly referred to as a
NAT, their device would not be detectable to devices on the
wide area network. As such, in order to initiate a peer-to-peer
communication session between a first and a second commu-
nication device on local area networks separated by a wide
area network, one must either leave a port 1 their network
address translator permanently open for incoming communi-
cation transmissions, place their files in an vnsecured loca-
tion, or utilize a relay server to route the data to its intended
destination, thereby not initializing a peer-to-peer comumuii-
cation session at all.

These alternatives, however, have sigmificant drawbacks.
The best current option for the initialization of a peer-to-peer
communication session between electronic devices, leaving a
port permanently open in anetwork address translator, creates
high security risks for devices on the local area network.
Permanently opened ports create high risks of a security

breach in the local area network, allowing vnwanted or unau- :

thorized communication through the network address trans-
lator, increasing the risk that data or system performance may
be compromised by third party devices or programs, such as
viruses, worms, or spy ware.

Furthermore, the utilization of a relay server to transter :

data from a first communication device to a second commu-
nication device also creates high risks of data exposure to
harmful third parties and other breaches of confidentiality.
Should the relay server store or copy data, or should the relay
server allow a third party to listen in on the relayed data, the
data may be compromised. Moreover, utilization of a relay
server imposes additional bandwidth costs. As such, thereis a
need for a method and system for establishing a peer-to-peer
communication session between a first and a second commu-
nication device on local area networks separated by the wide
area network that does not create the risks of the current
methods.
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Current methods of file sharing between devices on local
area networks separated by a wide area network, such as the
internet, are limited. There is a need in the art for an apparatus
and method for establishing a peer-to-peer communication
session between electronic devices over a wide area network.
Specifically, there is a need for a device that facilitates a direct
peer-to-peer comniunication session between a host device
and a client device on different local area networks separated
by the wide area network. It is to these ends that the present
mvention has been developed.

SUMMARY OF THE INVENTION

To mimmize the limitations in the prior art, and to mini-
mize other limitations that will be apparent upon reading and
understanding the present specification, the present invention
describes a method of establishing a peer-to-peer communi-
cation session with a client device by a host device, compris-
ing sending routing information of the host device to a server
coupled to a wide area network, receiving routing informa-
tion of the client device from the server, communicating with
the server to maintain availability of a port, receiving authen-
tication information of the client device from the client device
via the wide area network, and sending peer-to-peer commu-
nications to the client device via the wide area network if the
client device is authenticated for peer-to-peer communica-
tion.

The present mvention also describes a host device for
establishing a peer-to-peer commuunication session with a
client device coupled to a wide area network, adapted to send
routing information of the host device to a server coupled to
the wide area network, receive routing information of the
client device from the server, communicate with the server to
mantain availability of a port, receive authentication infor-
mation of the client device from the client device via the wide
area network, and send peer-to-peer communications to the
client device via the wide area network if the client device is
authenticated for peer-to-peer commmnication.

The present invention further describes a computer-read-
able medivm including codes executable by a processor, for
sending routing information of the host device to a server
coupled to a wide area network, receiving routing informa-
tion of the client device from the server, communicating with
the server to maintain availability of a port, receiving authen-
tication information of'the client device from the client device
via the wide area network, and sending communication to the
client device via the wide area network if the client device is
authenticated for peer-to-peer commmnication.

It is an objective of the present invention to provide an
effective method for the initiation of a peer-to-peer commu-
nication session between electronic devices on separate local
area networks.

It 1s another objective of the present invention to provide a
system for establishing a peer-to-peer communication ses-
sion between a host device and a client device.

It is yet another objective of the present invention to pro-
vide a computer-readable medmm adapted to provide routing
information of the host device to a server, maintain commu-
nication with the server, and receive authentication informa-
tion of a client device form the client device via a wide area
network, in order to establish a peer-to-peer communication
session between the first and second communication devices.

Finally, it is yet another objective of the present invention
to reduce the risk of a private network security breach, or
some other data security compromise, from a third-party as a
result of attempts to initiate a peer-to-peer communication
session between a first and a second communication device.
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These and other advantages and features of the present
invention are described herein with specificity so as to make
the present invention understandable to one of ordinary skill
in the art.

BRIEF DESCRIPTION OF THE DRAWINGS

Elements in the figures have not necessarily been drawn to
scale in order to enhance their clarity and improve under-
standing of these various elements and embodiments of the
invention. Furthermore, elements that are known to be com-
mon and well understood to those in the industry are not
depicted in order to provide a clear view of the various
embodiments of the invention.

FIG. 1(a) illustrates a block diagram of an exemplary
embodiment of a system for establishing a peer-to-peer com-
munication session.

FIG. 1(4} illustrates a block diagram of another exemplary
embodiment of a system for establishing a peer-to-peer com-
munication session.

FIG. 2{a) illustrates a block diagram of an exemplary
embodiment of communication between components of a
system for establishing a peer-to-peer communication ses-
S$10M.

FIG. 2(b}illustrates a flow diagram of methods utilized by
a system for establishing a peer-to-peer communication ses-
sion.

FIG. 2(c) illustrates a block diagram of a network address
translator communicating with third party devices.

FIG. 3{a) illustrates a flow chart of a method utilized for the
initial authorization pairing necessary for establishing a peer-
to-peer ComnUINcation session.

FIG. 3(%) illustrates as block diagram of an exemplary
network setup utilized by a host device and a client device for
the establishment of a peer-to-peer communication session.

FIG. 4{a) illustrates a block diagram of an exemplary
embodiment of a host communication device.

FIG. 4(b) illustrates a flow chart of a method utilized by a
host communication device for establislung a peer-to-peer
communication session with a client communication device,

FIG. 5(a) illustrates a block diagram of an exemplary
embodiment of a client communication device.

FIG. 5(b) illustrates a flow chart of a method utilized by a
client communication device for establishing a peer-to-peer
communication session with a host communication device.

FIG. 6 illustrates a tlow chart of a method utilized by client
communication device for establishing a communication ses-
sion with host communication device.

DETAILED DESCRIPTION OF THE DRAWINGS

In the following discussion that addresses a number of
embodiments and applications of the present nvention, ref-
erence is made to the accompanying drawings that form a part

lereof, where depictions are made, by way of illustration, of :

specific embodiments n which the mvention may be prac-
ticed. It is to be understood that other embodiments may be
utilized and changes may be made without departing from the
scope of the present invention.

In the present disclosure, peer-to-peer communication may
comprise communication or data transmission between two
devices in direct connection over a network, without data
transmission relayed through a server or another third party
device,

A local area network (“LAN) may comprise a network of
computers or other electronic devices within a home, office,
or other location, wherein the network is separated or kept
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private from a wide area network (““WAN™), by a router,
network b, or network address translator (*'NAT"). A WAN
may comprise a broad computer network, suchi as the internet,
that may connect multiple devices or LANs together.

An internet protocol (*IP") address may comprise a
numeric label used to identify specific devices or locations on
a network. A public IP address is an identifier that may be
used to identify a device or location on a WAN, most typically
assigned to public servers or NATs used to separate private
networks from the WAN. A private IP address is an [P address
assigned to a device for identification within a LAN, sepa-
rated trom the WAN by a NAT.

A NAT may comprise a device used for the modification of
anetwork address header in data packets transmitted between
adevice on LAN and the WAN. NATs allow asingle public IP
address to beused by many devices ona LAN, redirecting and
re-labeling incoming and outgoing communications to hide
private [P address information from the WAN. Additionally,
NAT devices may forward application or process specific
ports from one network node to another.

In the context of the present application, an open port may
comprise a port allowing for the data packet to be accepted or
to pass through to its intended destination. In contrast, a
closed port may comprise a port wherein data packets will be
denied, and will not be received at the intended destination.

Now referring to the drawings, FIG. 1{«) illustrates a block
diagram of an exemplary embodiment of a system for estab-
lishing a peer-to-peer communication session. FIG. 1(5)
illustrates a block diagram of an alternative embodiment of a
system for establishing a peer-to-peer communication ses-
sion. Both FIGS. 1{¢) and 1(#) depict system 10, which
comprises host device 11, client device 12, and server 13.
System 10 is designed to facilitate the establishment of a
peet-to-peer communication session between host device 11
and client device 12.

Host device 11 is a component of system 10 designed to
send and receive peer-to-peer communications with client
device 12 over WAN 16. [n an exemplary embodiment, of the
present invention, host device 11 is hidden from devices on
WAN 16 behind NAT 14(a). To devices on WAN 16, any
communication from host device 11 is seen as being sent from
the public IP address of NAT 14{a). In embodiments utilizing
NAT 14{a), all communications transmitted from and sent to
host device 11 may pass through NAT 14{a).

As illustrated in FIGS. 1{¢) and 1{b). host device 11 is
connected to LAN 15{(¢). LAN 15(«), and all devices that may
be located within 1t, 1s separated from WAN 16 by NAT 14{a).
Devices on LAN 15(a) are typically identified by a private IP
address utilized by NAT 14(«) to differentiate devices located
behind NAT 14{@}. In an exemplary embodiment, host device
11 may be assigned a unique private IP address by NAT 14{a).
In order for host device 11 to communicate with a device not
witlin LAN 15(g), the communication may traverse LAN
15(a), NAT 14{a), and WAN 16 in order to reach the intended
recipient. To receive a communication from outside LAN
15(a), the communication must pass through NAT 14(a), and
host device 11 must be anticipating the incoming data com-
nmcation. Should host device 11 not be waiting for a data
transmission, the communication will be blocked by NAT
14¢a).

Client device 12 is a component of system 10 designed to
mitiate a peer-to-peer commumcation session with host
device 11 for data transfer over WAN 16. In the exemplary
enbodiment depicted in FIG. 1{«), client device 12 may be a
component on LAN 15(4), hidden from devices on WAN 16
behind NAT 14(%). In such an embodiment, for client device
12 to communicate with a device not within LAN 15(56), the
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communication may traverse LAN 15(5), NAT 14(5), and
WAN 16 in order to reach its intended recipient. In an alter-
native embodiment of the present invention, as depicted in
FIG. 1{#), client device 12 may directly connect to WAN 16.

To nitiate a peer-to-peer communication session between
host device 11 and client device 12, both host device 11 and
client device 12 must leam their own routing information and
the routing information of the other respective device in order
to initiate peer-to-peer communication. As such, both host
device 11 and client device 12 are designed to communicate
with server 13. Server 13 is a component of system 10
designed to facilitate a peer-to-peer communication session
hetween host device 11 and client device 12. Server 13 may
have a static IP address, such that host device 11 and client
device 12 may know 1its location in order to initiate commu-
nication with server 13.

Inexemplary vsage of the present invention, host device 11
and client device 12 may communicate with server 13 over
WAN 16. To facilitate a peer-to-peer communication session,
server 13 exchanges the routing nformation of both host
device 11 and client device 12 to host device 11 and client
device 12, respectively. Routing information of host device
11 and client device 12 may comprise the media access con-
trol (“MAC") address of the host device, Transmission Con-
trol Protocol (“TCP™) private 1P address, TCP public 1P
address, and User Datagram Protocol (“UDP™) public
address. The UDP public address comprises the public [P
address and port number. With such routing information, host
device 11 and client device 12 may initiate direct peer-to-peer
communication.

FIG. 2{a) illustrates a block diagram of an exemplary
embodiment of communication between components of a
system for establishing a peer-to-peer communication ses-
sion. FIG. 2(a) shows system 10, comprising host device 11,
client device 12, and server 13, which may comprise UDP
server 16 and TCP server 17. FIG. 2(a) further emphasizes
Session Traversal Utilities for NAT (“*STUN") message
18(a). STUN message 18(5), TCP registration 19%{a), TCP
registration 19(k), routing information message 20{a), rout-
ing information message 20(%), and request 21. The compo-
nents of system 10 are designed to communicate to facilitate
the establishment of a peer-to-peer communication session
between host device 11 and client device 12.

To conduct peer-to-peer communication, both host device
11 and client device 12 are provided with their own respective
UDP public address. In an exemplary embodiment, to dis-
cover their UDP public address, both host device 11 and client
device 12 send STUN message queries to UDP server 16,
which is located on the opposing side of the NAT of each
respective device.

For the purposes of the present invention, a STUN message
is a query sent by a device ona LAN to UDP server 16 on the
opposing side of the NAT separating the device from the
WAN, requesting its UDP public address. UDP server 16 is a
component of server 13 that, in response to a STUN message
query, sends a data packet to the querying device containing
the UDP public address of the device.

As such, to discover its UDP public address, host device 11
sends STUN message 18(«) to UDP server 16. In response to
STUN miessage 18(a), UDP server 16 sends host device 11 a
data packet containing the UDP public address of host device
11. In an exemplary embodiment, host device 11 may con-
tinvously send STUN message 18(a) to UDP server 16 in
frequent intervals, so that host device 11 may learn its new
public IP address, should the address change. Likewise, client
device 12 sends STUN message 18(5) to UDP server 16. In
response to STUN message 18(b), server 13 sends client
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device 12 a data packet containing the UDP public address of
client device 12. Client device 12 may continuously send
STUN message 18(#)to UDP server 16 in order to discover its
UDP public address, should the address change.

Host device 11 completes TCP registration 19(a) by trans-
mitting its MAC address and TCP private [P address to TCP
server 17. Client device 12 completes TCP registration 19(5)
by transmitting its TCP private IP address and the MAC
address of host device 11 to TCP server 17. TCP server 17 is
a component of server 13 which receives and records the
routing information from host device 11 and client device 12.
As such, TCP registration 19{«) and TCP registration 19{&)
both comprise of the MAC address of host device 11, how-
ever, TCP registration 19(a) includes the TCP private 1P
address ofhost device 11, and TCP registration 19(5) includes
the TCP private IP address of client device 12.

When server 13 recognizes a matching pair of devices
based upon registration of the MAC address of host device 11,
server 13 forwards the routing information of client device 12
to host device 11 by way of TCP server 17. Server 13 also
forwards the routing information of host device 11 to client
device 12 by way of TCP server 17. Server 13 provides
routing information to host device 11 through routing infor-
mation message 20(ag). Server 13 provides routing informa-
tion to client device 12 through routing information message
20(h).

When client device 12 is provided the routing information
of host device 11, it sends request 21 to host device 11,
requesting to imtiate a peer-to-peer communication session.
Should host device 11 authorize client device 12 for peer-to-
peer communication, peer-to-peer communication may com-
mence.

In another exemplary embodiment of the present invention,
host device 11, after it has received the routing information of
client device 12, may attempt to initiate a peer-to-peer com-
munication session with client device 12. Host device 11 may
send request 21 to client device 12, requesting an authentica-
tion identifier from client device 12, which is necessary in
order to initiate peer-to-peer communication. An authentica-
tion identifier may comprise a vnique identifier, such as a
MAC address, serial number, username or password. Should
host device 11 authorize client device 12 for peer-to-peer
communication, peer-to-peer commumication between host
device 11 and client device 12 may commence.

FIG. 2{%}illustrates flow diagrams of processes utilized by
system 10 for establishing a peer-to-peer communication ses-
sion between host device 11 and client device 12, in accor-
dance with one embodiment of the present invention. FIG.
2{b) shows rendezvous process 100, authentication process
120, authentication process 140, and peer-to-peer communi-
cation session 160. Rendezvous process 100, authentication
process 120, and authentication process 140 are explained in
the orders described below; however, the following steps may
be taken in any other conceivable sequence without deviating
from the scope of the present invention.

Rendezvous process 100 is utilized by system 10 to transfer
the routing information of client device 12 to host device 11
and the routing information of host device 11 to client device
12. In an exemplary embodiment of the present invention,
rendezvous process 100 may repeat continuously, as long as
host device 11 and client device 12 are able to communicate
with server 13, even after peer-to-peer communication has
been established. In the embodiment illustrated in FIG. 2{4),
rendezvous process 100 comprises steps 101-108.

In step 101, host device 11 sends STUN message 18(«) and
TCP registration 19(a) to server 13, as previously described
for FIG. 2(a). In step 102, server 13 checks the memory of
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TCP server 17 to see if client device 12 has already registered
with the MAC address of host device 11. If there is no other
device on record with such a MAC address, server 13 records
the MAC address of host device 11 in the memory of TCP
server 17 and proceeds to step 103, If clhient device 12 has
already registered the MAC address of host device 11, then
server 13 recogmizes the paired devices and proceeds to steps
107 and 108.

In step 103, server 13, in response to STUN message 18(a)
sent by host device 11, transfers the public IP address and port
number of host device 11 to host device 11. As long as host
device 11 15 online and able to communicate with server 13,
host device 11 and server device 13 will repeat steps 101-103.

In step 104, client device 12 may send STUN message
18{%) and TCP registration 19{4) to server 13, as previously
described above for FIG. 2{(¢). In step 105, server 13 checks
the memory of TCP server 17 to see if host device 11 has
already registered. If host device 11 has already registered its
MAC address with TCP server 17, then server 13 will recog-
nize the paired devices and proceeds to steps 107 and 108. If,
however, host device 11 has not registered with server 13
prior to client device 12, server 13 records the MAC address
of host device 11 in the memory of TCP server 17, as trans-
mitted by client device 12. Until both host device 11 and
client device 12 are simultaneously in communication with
server 13, sending STUN messages to server 13, system 10
cannot yet proceed to steps 107 and 108.

In step 106, server 13, in response to STUN message 18(b)
sent by client device 12, transfers the public IP address and
port number of client device 12 to client device 12. As long as
client device 12 is online and able to communicate with server
13, client device 12 and server device 13 will repeat steps
104-106. Further, in other embodiments of the present inven-
tion, steps 104-105 may occur before or simultanecusly with
steps 101-103.

In step 107, server 13 transmits routing information 20(«)
to host device 11. In step 108, server 13 transmits routing
information 20(5) to client device 12. Note, however, inother
embodiments of the present invention, server 12 may perform
step 108 before or simultaneously with step 107. Once steps
107 and 108 have been completed, with routing information
20{a) and 20(b) transferred to host device 11 and client device
12, system 10 proceeds to authentication process 120, or in
other embodiments of the present invention, authentication
process 140.

Authentication process 120 is utilized by system 10 to
authorize and initiate a peer-to-peer communication session
between host device 11 and client device 12, In the embaodi-
ment illustrated in FIG. 2(4), authentication process 120 com-
prises steps 121-123.

In step 121, client device 12 directly commimcates with
host device 11, sending request 21 to initiate a peer-to-peer
communication session and its authentication identifier.
Should host device 11 receive request 21, sent by client device
12, system 10 proceeds to step 122. However, should host
device 11 not receive request 21 from client device 12, system
10 cannot proceed to step 122, but wstead may imtiate
authentication process 140. Client device 12 may repeat step
121 until it receives a response from host device 11.

In step 122, host device 11 compares the authentication
identifier of client device 12 with identifiers of authorized
devices stored in the memory of host device 11. Should the
authentication identifier of client device 12 match that of an
authorized device stored in the memory of host device 11,
then client device 12 1s authorized for peer-to-peer commu-
nication. If, however, the authentication identifier of client

40

45

50

55

60

65

8

device 12 is not found in the memory of host device 11, then
client device 12 is not authorized for peer-to-peer communi-
cation.

In step 123, host device 11 replies to client device 12, either
approving or denying a request to initiate a peer-to-peer com-
mumnication session. If authentication of client device 12 is
approved by host device 11, then system 10 proceeds to
peer-to-peer communication session 160. Should authentica-
tion be denied by host device 11, then peer-to-peer commu-
nication with client device 12 is terminated.

Authentication process 140 is an alternative authentication
process utilized by system 10 to authorize and initiate a peer-
to-peer communication session between host device 11 and
client device 12. In the embodiment illustrated in FIG. 2{5),
authentication process 140 comprises steps 141-144.

In step 141, host device 11 sends request 21 to initiate a
peer-to-peer communication session, requesting an authenti-
cationidentifier from client device 12. Should the request sent
by host device 11 be received by client device 12, system 10
will proceed to step 142, Until host device 11 receives a
response from client device 12, host device 11 may repeat
step 141.

In step 142, client device 12 responds to host device 11 by
transferring its authentication identifier. Should host device
11 receive the authentication identifier sent by client device
12, system 10 will proceed to step 143. Until client device 12
receives a response from host device 11, client device 12 may
repeat step 141, Additionally, should client device 12 not
receive a response from host device 11, client device 12 may
initiate authentication process 120.

In step 143, host device 11 compares the authentication
identifier of client device 12 with identifiers of authorized
devices stored in the memory of host device 11. Should the
authentication identifier of client device 12 match that of an
authorized device stored in the memory of host device 11,
then client device 12 is authorized for peer-to-peer commu-
nication. If, however, the authentication identifier of client
device 12 is not found in the memory of host device 11, then
client device 12 1z not authorized for peer-to-peer conmuni-
cation.

In step 144, host device 11 replies to client device 12, either
approving or denying a request to initiate a peer-to-peer com-
mumnication session. If authentication of client device 12 is
approved by host device 11, then system 10 proceeds to
peer-to-peer communication session 160.

Peer-to-peer communication 160 is a form of communica-
tion between host device 11 and client device 12 wherein data
15 transferred directly between the devices, without the need
for a relay server. At anytime during peer-to-peer commuii-
cation 160, should communication be interrupted or routing
information for either host device 11 or client device 12 is
altered, authentication process 120 or authentication process
140 may be reinitialized to reestablish peer-to-peer comumu-
nication 160.

FIG. 2{c) illustrates a block diagram of NAT 14(4) com-
nmcating with third party devices. FIG. 2(c) shows NAT
14{a), comprising open port 22, closed port 23 and translated
port 24. NAT 14(a) translates STUN message 18(a) from host
device 11 to UDP server 16 and allows request 21 through
open port 22 to reach host device 11, but denies communica-
tion 25 from reaching host device 11.

Open port 22 is a component of NAT 14(a) which allows
expected communications from WAN 16 to reach devices on
LAN 15{a), such as host device 11. In exemplary perfor-
mance of NAT 14{a), ports are left closed, such as closed port
23. Only when a communication is expected is a port left
open. In an exemplary performance the present invention,
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when STUN message 18(a) is sent to UDP server 16, both
host device 11 and NAT 14{a) expect a respolise communi-
cation from UDP server 16. As a result, NAT 14a) allows
access to open port 22 in order to receive communication
from UDP server 16.

Translated port 24 is the private port address that NAT
14{a) routes communications that were not blocked by closed
port 23. Should a communication pass through open port 22,
NAT 14(a) translates the destination information within the
communication such that the communication may lead to
translated port 24.

Communications from devices on WAN 16 that are not
expected by will not be allowed to reach LAN 15{«). As
illustrated, communication 25 may be blocked by closed port
23 because it 15 not directed to open port 22. Should commu-
nication 25 be directed at open port 22, however, it may be
permitted to pass through to LAN 15(«) only if it contained
routing information 20(54), which is necessary to pass through
open port 22,

In exemplary usage of the present mvention, request 21
may pass through open port 22 because request 21 contains
routing information 20(5) in its destination information. NAT
14(a) allows request 21 to pass through to host device 11,
even though request 21 was not sent from UDP server 16 in
response to STUN message 18(a) because client device 12
tailored request 21 to include routing information 20(4).
Because client device 12 was provided with the TCP private
address of host device 11 in routing information 20{%),
request 21 1s approved by NAT 14{a) to be transmitted to host
device 11.

FIG. 3{a) explains an initial pairing procedure in order for
lLost device 11 to recognize and authorize client device 12 for
peer-to-peer communication. In order for host device 11 to
authorize client device 12, hiost device 11 must possess the
authentication identifier of client device 12. In an exemplary
embodiment of the present invention, client device 12 may
comprise a Universal Serial Bus (“IISB""} compatible device,
or USB key 26, illustrated in FIG. 3(%), containing an authen-
tication identifier, such as a serial number. In such embodi-
ments, as explained below, USB key 26 of client device 12
may be connected to host device 11 for initial pairing. In other
embodiments of the present invention, however, client device
12 may comprise some otherelectronic device, suchasa PDA
or smart device, thereby requiring a different method of nitial
pairing, such as inputting the authentication identifier via
keyboard interface.

FIG. 3(a)illustrates a flow chart of method 300 utilized by
host device 11 and a USB key for the initial authorization
pairing necessary for establishing a peer-to-peer communi-
cation session between host device 11 and client device 12.
Method 300 is explained in the order shown below; however,
the following steps may be taken in any other conceivable
sequence without deviating from the scope of the present
mvention.

In step 301, USB key 26 of client device 12 is connected to
host device 11. In exemplary usage of the present invention,
USB key 26 may be plugged into a USB port of host device
11. In other embodiments of the present mvention, client
device 12 may connect to host device 11 via direct peer-to-
peer communication, such as BLUETOOTH®, or over LAN
15(a). In step 302, the authentication identifier of USB key 26
is recorded in the memory of host device 11.

In an exemplary embodiment of the present invention,
recorded authentication identifiers within the memory of host
device 11 are classified for unauthorized access to host device
11. In step 303, host device 11 reclassifies the authentication
identifier of USB key 26 stored 1 the memory of host device
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11 for authorized communication with host device 11. In
another embodiment of the present invention, recorded
authentication identifiers stored within the memory of host
device 11 may be reclassified from authorized to unautho-
rized, or vice versa.

In step 304, USB key 26 records the MAC address of host
device 11 into its memory. As previously described, in an
exemplary embodiment of the present invention, client device
12 submits the MAC address of host device 11 to server 13 in
order to recerve the routing nformation of host device 11
necessary for initialization of a peer-to-peer communication
session.

Finally, in step 305, USB key 26 is disconnected from host
device 11. Should a user of the present wvention intend to
establish a peer-to-peer communication session with host
device 11, the vser must first connect USB key 26 to their
electronic device in order to authorize it for peer-to-peer
communication access. In the event that USE key 26 is not
plugged mmto the user’s electronic device, or in another
embodiment of the present invention should authorized sofi-
ware not be installed and running, then the electronic device
will not be authorized for peer-to-peer communication with
host device 11.

FIG. 3(5) illustrates a block diagram of an exemplary net-
work setup utilized by host device 11 and client device 12 for
the establishiment of a peer-to-peer communication session
through NAT 14(4) and WAN 16. FIG. 3(%) shows client
device 12, utilizing USB key 26, and host device 11, commu-
nicating through NAT 14(a) and WAN 16. Additionally, host
device 11 may communicate with home computer 27 over
LAN 15(a).

In an exemplary embodiment of the present invention, host
device 11 may comprise a network connected data storage
device, located on LAN 15(a), such as a network hard drive or
data storage server. As previously described for FIG. 3{a),
host device 11 is initially paired with USB key 26 for peer-
to-peer communication authorization. When host device 11 is
connected to LAN 15{a), it may be accessible for peer-to-peer
comumunication with client device 12.

In the embodiment of the present invention illustrated in
FIG. 3(b), client device 12 may comprise any network acces-
sible electronic device, such as a personal computer, note-
book computer, smart phone or personal digital assistant, and
USB key 26, provided that the electronic device may access
USB key 26. Client device 12 may communicate with host
device 11 over WAN 16 and through NAT 14(«). As previ-
ously described, client device 12 need be authorized for peet-
to-peer comumumication with host device 11 in order initiate a
peer-to-peer communication session through NAT 14(«4), and
need to communicate with server 13 in order to leam the
routing information of host device 11 in order to initiate a
peet-to-peer communication $ession.

Communication between host device 11 and devices on
LAN 15{a) behind NAT 14(«), and separate from WAN 16,
however, may not require the provision of routing informa-
tion or an authorization identifier. In an exemplary embodi-
ment, home computer 27 may initiate a peet-to-peer commu-
nication session with host device 11 on LAN 15(a) without
the need to provide routing information or an authorization
identifier. Because host device 11 is not hidden from personal
computer 27 by NAT 14(«), host device 11 may be accessible
and vizible on LAN 15() and may be communicated with by
home computer 27 without the need for a complex peer-to-
peer communication session initiation procedure. In the
present example, home computer 27 may comprise a network
accessible electronic device. In exemplary embodiments,
home computer 27 may comprise a personal computer, note-
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book computer, smart phone or personal digital assistaat, or
other electronic device capable of network.

FIG. 4{a) illustrates a block diagram of an exemplary
embodiment of the internal components of host device 12.
FIG. 4(a) shows host device 11, comprising processor 30,
memory 31, paring interface 32, and network interface 33,
connected to an external network, such as WAN 16. Host
device 11, however, may comprise other internal or external
components and not depart from the scope of the present
invention. Host device 11 is designed to initiate a peer-to-peer
communication session with client device 12 over WAN 16.

Processor 3013 a component of host device 11 that governs
the functionality of host device 11. All data inputs and com-
mand instructions from external devices through network
interface 33 may ultimately be relayed through processor 30.
In an exemplary embodiment of the present invention, pro-
cessor 30 instructs network interface 33 to communicate with
external devices.

Memory 31 is a component of host device 11 wherein data
is stored and accessed for peer-to-peer communication with
client device 12. Processor 30 may access data stored in
memory 31 for transmission through peer-to-peer communi-
cation, or for authorization of client device 12. Additionally,
processor 30 may access memory 31 to record, modify, or
delete data stored within in memory 31. Data stored in
memory 31 may be transterred through network interface 33
via processor 30.

Pairing interface 32 i3 a component of host device 11
wherein external devices may be connected with host device
11 for initial pairing and authorization, as previously dis-
cussed for FIG. 3{(¢). In an exemplary embodiment of the
present invention, pairing interface 32 may comprise a USB
receiver port, wherein a USB key such as USB key 26 may be
plugged into pairing interface 32 such that processor 30 may
store the authentication identifier of the USB key within
memory 31. Additionally, processor 30 may instruct pairing
interface 32 to record the MAC address of network interface
33 within the memory of the USB key for later rendezvous
between client device 12 and server 13, In another embaodi-
ment of the present invention, pairing interface 32 may com-
prise a keyboard interface, wherein a user of host device 11
may key i the authentication identifier of client device 12 for
initial pairing between host device 11 and client device 12.

Network Interface 33 is a component ofhost device 11 that
communicates with external devices, such as client device 12
and server 13, through an external network connection. Net-
work interface 33 may comprise a wired connection to NAT
14{a), or may utilize a wireless LAN, BLUETOOTH® pro-
tocol, or some other compatible connection interface with
NAT 14{(¢). In an exemplary embodiment of the present
invention, network nterface 33 may communicate with
server 13 for rendezvous process 100, and client device 12 for
direct peer-to-peer communication. In such an embodiment,
processor 30 may direct network interface 33 to accept or
reject incoming communications from external electronic
devices, direct network iterface 33 to send an appropriate
communication to server 13 or chient device 12.

FIG. 4%} illustrates a flow chart of method 400 utilized by
lLost device 11 for establishing a peer-to-peer communication
session with client device 12. Method 400 is explained in the
order shown below; however, the following steps may be
taken in any other conceivable sequence without deviating
from the scope of the present invention.

In step 401, host device 11 completes the initial pairing
method with client device 12, as described in FIGS. 3(a) and
d4{a). Once initial pairing has been completed, and the authen-
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tication identifier for clhient device 12 has been recorded, host
device 11 proceeds to step 402.

In step 402, host device 11 sends STUN message 18(a) to
UDP server 16 and TCP registration 19(¢) to TCP server 17
via network interface 33. In an exemplary embodiment of the
present nvention, step 402 may be continuously repeated. In
step 402, host device 11 continually updates server 13 with
the routing information of host device 11, should it change.

In step 403, host device 11 receives the UDP public 1P
address of host device 11 from server 13 via network interface
33, in response to the STUN message 18(a) sent in step 402.
Processor 30 stores the UDP public IP address of host device
11 within memory 31. In an exemplary embodiment of the
present invention, step 403 updates host device 11 of its own
UDP public IP address, should the address change. Step 403
may repeat continuously, as server 13 may repeatedly send
responses to STUN messages sent in step 402. In step 404,
host device 11 receives routing information 20(a), the routing
nformation of client device 12 from server 13 via network
mnterface 33. Processor 30 stores routing information 20{a)
client device 12 within memory 31.

In step 405, host device 11 waits for the initial peer-to-peer
comumunication from chent device 12 via network interface
33. Should host device 11 receive request 21 from client
device 12, host device 11 proceeds to step 406. Should host
device 11 not receive request 21 to communicate and an
authentication identifier from client device 12 within a set
period of time, host device 11 proceeds to step 407. In an
alternative embodiment of the present invention, host device
11 may proceed directly to step 407 without waiting for
communication from client device 12,

In step 406, host device 11 performs authorization process
120, as previously described for FIG. 2(4). Host device 11
receives request 21 from client device 12 via network ter-
face 33 along with an authentication identifier from client
device 12. Should the authentication identifier transferred
from client device 12 be stored in memory 31, processor 30
will approve client device 12 for peer-to-peer communica-
tion, nstruct network interface 33 to send an approval mes-
sage to client device 12, and host device 11 will proceed to
step 409. However, should the authentication identifier not be
stored in memory 31, or the identifier transferred was not
authorized, processor 30 may deny client device 12 for peer-
to-peer commnication, and host device 11 will proceed to
step 408.

In step 407, host device 11 performs authorization process
140 as previously described for FIG. 2(k). Host device 11
sends request 21 to client device 12 for i1ts authentication
identifier, to initiate a peer-to-peer communication session.
Should client device 12 transfer its authentication identifier to
host device 11, host device 11 may check memory 31 if the
authentication identifier is approved. Should the authentica-
tion identifier transferred by client device 12 be stored in
memory 31, processor 30 will approve client device 12 for
peer-to-peer communication, instruct network interface 33 to
send an approval message to client device 12, and host device
11 will proceed to step 409. However, should the authentica-
tion identifier not be stored in memory 31, or the identifier
transferred was not authorized, processor 30 may deny client
device 12 for peer-to-peer communication, and host device 11
will proceed to step 408,

In step 408, host device 11 denies client device 12 access
because it is not authorized for peer-to-peer communication.
Host device 11 may send a denial communication to client
device 12 and terminate peer-to-peer communication.
Finally, in step 409, host device 11 may send an approval
message to client device 12, and begin peer-to-peer commu-
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nication session for data transfer. In an exemplary embodi-
ment of the present invention, should a peer-to-peer commu-
nication session conclude or end prematurely because of a
disconnection or other network problems, liost device 11 may
reestablish a peer-to-peer communication session with client
device 12 by performing steps 404-407 again to reauthorize
client device 12 for peer-to-peer communication.

FIG. 5(a) illustrates a block diagram of an exemplary
embodiment of the wternal components of client device 12.
FIG. 5{a) shows client device 12, comprising processor 40,
memory 41, USB terface 42, USB key 26, and network
intertace 43, connected to an external network, such as WAN
16. Client device 12, however, may comprise other internal or
external components and not depart from the scope of the
present invention. Client device 12 1z designed to initiate a
peer-to-peer communication session with host device 11 over
WAN 16.

Processor 40 is a component of client device 12 that gov-
erns the functionality of client device 12. All data inputs and
command instructions from external devices through net-
work interface 43 may uvltimately be relayed through proces-
sor 40. In an exemplary embodiment of the present invention,
processor 40 nstructs network interface 43 to communicate
with external devices.

Memory 41 is a component of client device 12 in which
data is stored for peer-to-peer communication with host
device 11. Processor 40 may access data stored in memory 41
for transmission through peer-to-peer communication, or for
authorization of client device 12 with host device 11. Addi-
tionally, processor 40 may access memory 41 to record,
modify, or delete data stored in memory 41. Data stored in
memory 41 may be transterred through network interface 43
via processor 40.

USB Interface 42 is a component of client device 12
wherein external devices may be connected to client device
12 for access to an authentication identifier for the initializa-
tion of peer-to-peer communication with host device 11. Inan
exemplary embodiment of the present invention, USB inter-
face 42 may comprise a USB receiver port, wherein USB key
26 may be plugged into USB interface 42 such that processor
40 may access the authentication identifier for authentication
process 120 or authentication process 140, as previously
described for FIG. 2(5). Additionally, processor 40 may
instruct USB interface 42 to record the MAC address of host
device 11 stored within the memory of USB key 26 for ren-
dezvous between client device 12 and server 13.

USB key 26 is a component of client device 12 that may be
inmitially paired for authorization with host device 11, as pre-
viously described for FIG. 3{#). USB key 26 may include the
MAC address of host device 11, such that when connected to
USB interface 42, processor 40 may request the routing infor-
mation of host device 11 from server 13 to initiate a peet-to-
peer communication session. Additionally, USB key 26 may
store an authentication identifier, which may be initially
transferred to hiost device 11 such that client device 12 may be
authorized for peer-to-peer commurnication with host device
11. In an exemplary embodiment of the present invention,
USB key 26 may connect with USB interface 42 such that
processor 40 may access the authentication identifier and
transfer it to host device 11 through network interface 43 for
authorization to initiate peer-to-peer communication.

In an altemative embodiment of the present invention,
client device 12 may not include USB key 26. In such an
embodiment, when USB key 26 is connected to USB inter-
face 42, processor 40 may copy the authentication identifier
stored in USB key 26 to memory 41. As such, client device 12
may utilize the authentication identifier stored in memory 41
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to be authorized for peer-to-peer communication with host
device 11, should USB key 26 not be connected to client
device 12. In another embodiment of the present invention,
however, the authentication identifier stored in USB key 26
may be read-only, prohibiting processor 40 from storing the
authentication identifier in memory 41.

Network Interface 43 is a component of client device 12
that communicates with external devices, such as host device
11 and server 13, through an external network connection.
Network interface 43 may comprise a wired connection to
NAT 14(b), or may utilize a wireless LAN, BLUETOOTH®
protocol, or some other compatible connection interface with
NAT 14{%). In an exemplary embodiment of the present
mvention, network interface 43 may communicate with
server 13 for rendezvous process 100, and host device 11 for
direct peer-to-peer communication. In such an embodiment,
processor 40 may direct network interface 43 to accept or
reject incoming communications from external electronic
devices, direct network interface 43 to send an appropriate
comumunication to server 13 or host device 11.

FIG. 5(4) illustrates a flow chart of method 500 utilized by
client device 12 for establishing a peer-to-peer communica-
tion session with host device 11. Method 500 is explamned in
the order shown below; however, the following steps may be
taken 1 any other conceivable sequence without deviating
from the scope of the present invention.

In step 501, USB key 26 is detected by processor 40
through USB nterface 42. In an exemplary embodiment of
the present invention, USB key 26 may be connected to client
device 12 through USB interface 42. In alternative embodi-
ments of the present invention wherein client device 12 does
not comprise USB key 26 or USB interface 42, step 501 may
be skipped. In step 502, processor 40 accesses USB key 26
through USB terface 42 and receives the authentication
identifier and MAC address from USB key 26 necessary for
peer-to-peer communication with host device 11. In one
enbodiment of the present invention, processor 40 may copy
the authentication identifier and MAC address stored on USB
key 26 to memory 41. In other embodiments of the present
invention, USB key 26 may include software for peer-to-peer
communication with host device 11, which may be run by
processor 40.

In step 503, client device 12 sends STUN message 18(k) to
UDP server 16 and TCP registration 19(5) to TCP server 17
via network interface 43. In an exemplary embodiment of the
present invention, step 503 may be continuously repeated. In
step 503, client device 12 continually updates server 13 with
the routing information of client device 12, should it change.

In step 504, client device 12 receives the UDP public IP
address of client device 12 from server 13 via network inter-
face 43, in response to the STUN message 19{#) sent in step
503, Processor 40 stores the UDP public IP address of client
device 12 within memory 41. [n an exemplary embodiment of
the present invention, step 504 updates client device 12 of'its
own UDP public IP address, should the address change. Step
504 may repeat continuously, as server 13 may repeatedly
send responses to STUN messages sent i step 503. In step
505, client device 12 receives routing information 20{6) of
host device 11 from server 13 via network interface 43. Pro-
cessor 40 stores the routing information of host device 11
witlin memory 41.

In step 506, client device 12 performs authentication pro-
cess 120, as previously described for FIG. 2(#). Client device
12 sends request 21 and its authentication identifier to host
device 11 via network interface 43. Processor 40 then
mnstructs network interface 43 to wait for a response from host
device 11. Should client device 12 receive an authentication
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approval message from lhost device 11 via network interface
43, client device 12 may proceed to step 508. Should client
device 12 receive anauthentication denied message from host
device 11 via network interface 43, client device 12 may
proceed to step 507. Should client device 12 receive no
response from host device 11 or should client device 12
receive a request for its authentication identifier from host
device 11, client device 12 may repeat step 506.

In step 507, client device 12 received an authentication
denied message from host device 11 via network interface 43,
terminating peer-to-peer communication between host
device 11 and client device 12. In one embodiment of the
present invention, client device 12 may return to step 506 to
request peer-to-peet communication.

Finally, in step 508, client device 12 may begin peer-to-
peer communication and data transfer with host device 11, as
client device 12 has been authorized for peer-to-peer commu-
nication. In an exemplary embodiment of the present inven-
tion, should a peer-to-peer communication session conclude
or end prematurely because of a disconnection or other net-
work problems, client device 12 may reestablish a peer-to-
peer communication session with host device 11 by perform-
ing steps 505-508 again to reauthorize client device 12 for
peer-to-peer communication.

FIG. 6 illustrates a flow chart of method 600 utilized by
client device 12 for establishing a communication session
with host device 11. Method 600 is explained in the order
shown below; however, the following steps may be taken in
any other conceivable sequence without deviating from the
scope of the present invention.

In step 601, client device 12 attempts to establish a peer-
to-peer communication session with host device 11 via UDP
connection protocol. In an exemplary embodiment, client
device 12 attempts to imtialize communication with host
device 11 via the UDP public IP address and port of host
device 11. Client device 12 may attempt this UDP connection
hecause client device 12 was previously relayed the UDP
public IP address and port of host device 11 by server 13 in
routing information message 2006). In such an embodiment,
client device 12 may attempt to initialize UDP connection
with host device 11 for 2 seconds.

In alternative embodiments of the present invention, client
device 12 may attempt to receive communication from host
device 11 via UDP connection protocol. In such embodi-
ments, client device 12 may listen for communication via its
UDP public IP address and port number for communication
from host device 11.

Likewise, host device 11 may attenipt to receive ot send
communication to client device 12 via UDP protocol. In an
exemplary embodiment of the present invention, host device
11 may attenmipt to accept comniunication from client device
12 via its UDP public IP address and port for two seconds. In
other embodiments, host device 11 may attempt to connect
with client device 12 via UDP protocol for two seconds.

In step 602, client device 12 determines if peer-to-peer
communication via UDP protocol has been established with
host device 11. If client device 12 were to receive a connec-
tion acknowledgement from host device 11 that peer-to-peer
communication has been established, then peer-to-peer com-
munication via UDP protocol succeeded and client device 12
may proceed to step 605. If, however, client device 12 were
not to receive a connection acknowledgement from host
device 11, then peer-to-peer communication via protocol can-
not be verified, and client device 12 proceeds to step 603.

In step 603, client device 12 attempts to establish a peer-
to-peer communication session with host device 11 via TCP
connection protocol. In an exemplary embodiment, client

30

35

40

45

50

55

60

65

16

device 12 attempts to initialize a three-part handshake proce-
dure with host device 11 via the TCP private IP address ofhost
device 11. Client device 12 may attempt this TCP connection
because client device 12 was previously relayed the TCP
private IP address of host device 11 by server 13 in routing
nformation message 2005). In such an embodiment, client
device 12 may attempt to initialize TCP connection with host
device 11 for 2 seconds.

In alternative embodiments of the present invention, client
device 12 may attempt to receive communication from host
device 11 via TCP connection protocol. In such an embodi-
ment, client device 12 may listen for communication via its
TCP private IP address for communication from host device
11.

Likewise, host device 11 may attempt to receive or send
communication to client device 12 via TCP protocol. In an
exemplary embodiment of the present invention, host device
11 may attempt to accept communication from client device
12 via its TCP private 1P address for two seconds. In other
embodiments, host device 11 may attempt to connect with
client device 12 via TCP protocol for two seconds.

In step 604, client device 12 determines if peer-to-peer
communication via TCP protocol has been established with
host device 11. If client device 12 were to receive a connec-
tion acknowledgement from host device 11 that peer-to-peer
communication has been established, then peer-to-peer com-
munication via TCP protocol succeeded and client device 12
may proceed to step 605. If, however, client device 12 were
not to receive a connection acknowledgement from host
device 11, then peer-to-peer communication via protocol can-
not be verified, and client device 12 may proceed to step 606.

In some embodiments of the present invention, should
client device 12 be unable to establish peer-to-peer commu-
nication with host device 11 via TCP protocol utilizing the
TCP private IP address of host device 11, client device 12 may
then attempt to initialize peer-to-peer communication with
host device 11 via TCP protocol utilizing the TCP public IP
address of host device 11. In such embodiments, client device
12 and host device 11 may repeat steps 603 and 604 utilizing
the TCP private [P addresses of host device 11 and client
device 12, respectively.

In step 605, a peer-to-peer communication session has
been established between host device 11 and client device 12.
In exemplary embodiments of the present vention, the con-
nection protocol used to initialize the peer-to-peer communi-
cation session may be utilized during the peer-to-peer com-
munication session between host device 11 and client device
12. For example, should chient device 12 successfully estab-
lish connection with host device 11 utilizing the UDP con-
nection protocol, client device 12 and host device 11 may then
utilize the UDP connection protocol for communication and
data transfer during their peer-to-peer commumication ses-
sion. Should the peer-to-peer communication session be ter-
minated, client device 12 may attempt to reinitialize the com-
munication session by returning to step 601.

In step 606, chient device 12 utilizes server 13 to relay data
and commumication to and from host device 11 because peet-
to-peer communication could not be established between host
device 11 and client device 12 utilizing either the TCP or UDP
connection protocols. In an exemplary embodiment, data
may be transferred between host device 11 and client device
12 via relay over server 13. In alternative embodiments,
should a peer-to-peer connection later be established, the
relay connection with server 13 may be terminated.

In alternative embodiments of the present invention, client
device 12 may attempt to establish peer-to-peer communica-
tion with lwost device 11 via TCP protocol before later
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attempting to establish peer-to-peer communication with host
device 11 via UDP protocol. In such an embodiment, client
device 12 may attempt communication via UDP protocol
should communication via TCP protocol be unsuccessful.

In yet other embodiments of the present invention, client
device 12 and host device 11 may witialize relay commum-
cation via server 13 prior to any attempt to establish a peer-
to-peer communication session. In such embodiments, data
transfer may be accomplished via relay server until a peet-to-
peer communication session is established. Should a peer-to-
peer communication session be established between client
device 12 and host device 11, data transfer via relay through
server 13 may be discontinued.

An apparatus and method for establishing a peer-to-peer
communication session between electronic devices over a
wide area network has been described. The foregoing
description of the various exemplary embodiments of the
invention has been presented for the purposes of illustration
and disclosure. It 15 not ntended to be exhaustive or to limit
the invention to the precise form disclosed. Many modifica-
tions and variations are possible in light of the above teaching.
It is intended that the scope of the invention not be limited by
this detailed description, but by the claims and the equivalents
to the claims.

What is claimed is:

1. A method of establishing a peer-to-peer communication
session with a client device by a host device, comprising:

detecting an attached USB compatible device;

receiving a first authentication information from the

attached USB compatible device,

sending routing information of the host device to a server

coupled to a wide area network;
wherein the host device is located behind a Network
Address Translator (“NAT™") device,

receiving routing information of the client device from the

server;

communicating with the server to maintain availability of a

port;
receiving a second authentication information of the client
device from the client device via the wide area network;

comparing the first authentication information with the
second authentication nformation to authenticate the
client device;

establishing a peer-to-peer communication session with

the client device via the wide area network if the client
device is authenticated for peer-to-peer communication;
and

transmitting data to the client device via the peer-to-peer

communication session;

wherein routing information of the host device com-
prises any one or more of a TCP public [P address and
port number, a UDP public IP address and port num-
her, a private IP address and port number, and a MAC
address of the host device.

2. The method of claim 1, wherein routing information of
the client device comprises:

any one or more of the TCP public IP address and port

number, the UDP public IP address and port number, and
the private IP address and port number of the client
device; and

the MAC address of the host device.

3. The method of claim 2, wherein the host device receives
the routing information of the client device via the wide area
network.

4. The method of claim 1, further comprising transmitting
a STUN message query to the server.
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5. The method of claim 4, further comprising the host
device receiving the UDP public IP address and port number
of the host device in response to the STUN message query.

6. The method of claim 1., wherein the second authentica-
tion nformation of the client device is received through an
open private port.

7. The method of claim 1, wherein the second authentica-
tion information of the client device is received through an
open public port.

8. The method of claim 1., wherein the second authentica-
tion information comprises an identification code, serial
number, username and password, or other umique identifica-
tion information stored to identify and authorize the client
device for peer-to-peer communication.

9. The method of claim 1, further comprising transmitting
a request for the second authentication information to the
client device via the wide area network.

10. The method of claim 9, wherein the request for the
second authentication information is sent to the client device
using the private IP address of the client device.

11. The method of ¢laim 9, wherein the request for the
second avthentication information is sent to the client device
using the TCP public IP address of the chent device.

12. The method of claim 9, wherein the request for the
second avthentication information is sent to the client device
using the UDP public IP address of the client device.

13. The method of ¢laim 9, wherein the request for the
second authentication information comprises a request for an
identification code, serial number, username and password,
or some other unique identification information stored by the
host device to identify an authorization of the client device for
peer-to-peer communication.

14. A host device for establishing a peer-to-peer commu-
nication session with a client device coupled to a wide area
network, adapted to:

detect an attached USB compatible device;

receive a first authentication information from the attached

USB compatible device;
send routing information of the host device to a server
coupled to the wide area network;
wherein the host device 15 located behund a Network
Address Translator (“NAT™) device;

receive routing information of the client device from the

server,

communicate with the server to maintain availability of a

port;
receive a second authentication information of the client
device from the client device via the wide area network;

compare the first authentication information with the sec-
ond authentication information to authenticate the client
device;

establish a peer-to-peer communication session with the

client device via the wide area network if the client
device is authenticated for peer-to-peer communication;
and

transmit data to the client device via the peer-to-peer com-

munication session;

wherein routing information of the host device com-
prises any one ot more of a TCP public IP address and
port number, a UDP public IP address and port num-
ber, a private IP address and port number, and a MAC
address of the host device.

15. The device of claim 14, wherein routing information of
the client device comprises:
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any one or more of the TCP public IP address and port
number, the UDP public IP address and port number, and
the private IP address and port number of the client
device;

and the MAC address of the host device.

16. The device of claim 14, wherein the host device 1s
adapted to send a STUN message query to the server for the
UDP public IP address of the host device.

17. The device of claim 14, wherein the host device is
adapted to receive the second authentication information of
the client device via an open private port.

18. The device of claim 14, wherein the host device 1s
adapted to receive the second authentication information of
the client device via an open public port.

19. The device of claim 14, wherein the second authenti-
cation information comprises an identification code, serial
number, username and password, or other unique identifica-
tion mformation stored by the host device to identify an
authorize the client device for peer-to-peer communication.

20. The device of claim 14, wherein the host device is
adapted to send a request for the second authientication infor-
mation to the client device via the wide area network.

21. The device of claim 20, wherein the host device is
adapted to send a request for the second authentication infor-
mation to the client device using the private IP address of the
client device.

22. The device of claim 20, wherein the host device is
adapted to send a request for the second authentication infor-
mation to the client device using the TCP public IP address of
the client device.

23. The device of claim 20, wherein the host device is
adapted to send a request for the second authientication infor-
mation to the client device vsing the UDP public IP address of
the client device.
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24. The device of claim 20, wherein the request for the
second authentication information comprises a request for an
identification code, serial number, vsername and password,
or some other unique identification information stored by the
host device to1dentify an authorization of the client device for
peer-to-peer communication.

25. A non-transitory computer-readable medium including
codes executable by a processor, for:

detecting an attached USB compatible device;

receiving a first authentication information from the

attached USBE compatible device;

sending routing mformation of a host device to a server

coupled to a wide area network;
wherein the host device is located behind a Network
Address Translator (*NAT™) device;

receiving routing information of a client device from the

server;

communicating with a server to maintain availability of a

port;
receiving a second authentication information of the client
device from the client device via the wide area network;

comparing the first authentication information with the
second authentication information to authenticate the
client device;

establisling a peer-to-peer communication session with

the client device via the wide area network if the client
device is authenticated for peer-to-peer communication;
and

transmitting data to the client device via the peer-to-peer

commiunication session;

wherein routing information of the host device com-
prises any one or more of'a TCP public IP address and
port number, a UDP public IP address and port num-
ber, a private IP address and port number, and a MAC
address of the host device.
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